
 

 

 

 

WHO WE ARE 

Digital Business Consultancy (Pty) Ltd ("we", "our", or "us") is a consultancy firm established 

in February 2023. We provide professional advisory and consulting services to organisations, 

communities and individuals seeking to undertake strategic digital transformation 

initiatives. Digital transformation involves improving organisational, community, and 

individual activities, business models, operational processes, and products through the 

effective use of modern digital technologies. 

As a technology-driven consultancy, we recognize that cybersecurity is essential to 

protecting the information entrusted to us by our clients, partners, employees, and 

stakeholders. 

 

LAST UPDATED 

7 March 2026 

 

PURPOSE 

Digital Business Consultancy is committed to safeguarding the confidentiality, integrity, and 

availability of information systems and digital assets under our control. 

This Cybersecurity Policy outlines the principles and governance practices we follow to 

protect systems, prevent cyber threats, and maintain the trust of our clients and partners. 
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SCOPE 

This policy applies to: 

• Information systems and digital infrastructure operated by Digital Business Consultancy. 

• Client and organisational data processed through our services. 

• Employees, consultants, contractors, and partners who interact with company 

information systems. 

• Digital platforms, software solutions, and technology services developed or managed by 

the company. 

CYBERSECURITY PRINCIPLES 

Our cybersecurity framework is guided by internationally recognised security principles. 

 

Confidentiality 

We ensure that sensitive information is accessible only to authorised individuals. 

 

Integrity 

We maintain the accuracy, reliability, and trustworthiness of data and systems by protecting 

them from unauthorised alteration. 

Availability 

We implement safeguards to ensure that systems and services remain operational and 

accessible when required. 

 

SECURITY GOVERNANCE 

Digital Business Consultancy maintains an internal cybersecurity governance framework that 

ensures security risks are identified, assessed, and managed appropriately. 
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This includes: 

• Establishing cybersecurity policies and operational standards. 

• Assigning clear roles and responsibilities for information security. 

• Integrating security considerations into technology and business processes. 

• Periodically reviewing and strengthening security practices 

 

DATA PROTECTION 

We take appropriate technical and organisational measures to protect personal and business 

information processed through our services. 

Our practices align with applicable data protection laws, including the Lesotho Data 

Protection Act, 2011, and recognised international data protection principles. 

Sensitive information is handled in accordance with our internal security and privacy 

standards. 

 

ACCESS MANAGEMENT 

Access to company systems and information resources is granted only to authorised 

individuals and is limited to the level necessary to perform assigned responsibilities. 

Access rights are reviewed periodically to ensure continued appropriateness and security. 

 

SECURITY AWARENESS 

Cybersecurity awareness is an important part of our organisational culture. 

Employees and associates receive guidance and training on secure technology use, data 

protection practices, and identifying potential cyber threats. 
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THIRD-PARTY SECURITY 

Where third-party service providers support our operations or technology infrastructure, we 

take reasonable steps to ensure that they maintain appropriate cybersecurity and data 

protection standards. 

 

INCIDENT MANAGEMENT 

Digital Business Consultancy maintains internal procedures for identifying, reporting, and 

responding to cybersecurity incidents. 

In the event of a security incident that may affect information assets or client data, 

appropriate measures will be taken to investigate, contain, and mitigate risks. 

Where required by law, affected parties and relevant authorities will be notified in 

accordance with applicable legal requirements. 

 

CONTINUOUS IMPROVEMENT 

Cyber threats continue to evolve. Digital Business Consultancy regularly reviews and 

improves its cybersecurity practices to maintain an appropriate level of protection against 

emerging risks and technological changes. 

Security considerations form an integral part of our operational risk management 

framework. 

 

POLICY REVIEW 

This policy may be reviewed and updated periodically to reflect changes in technology, 

regulatory requirements, or cybersecurity risks. 

Updates will be published on our website with the revised effective date. 
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CONTACT 

For questions regarding this Cybersecurity Policy or information security matters, please 

contact: 

Digital Business Consultancy (Pty) Ltd 

P.O. Box 8893 

Maseru 100 

Lesotho 

Email: info@digitalbusiness.co.ls 

Phone: +266 50328875 

 

FINAL NOTE 

This policy provides a high-level overview of the cybersecurity principles followed by Digital 

Business Consultancy. Detailed operational security controls and procedures are maintained 

internally to protect the integrity of our security framework. 
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